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Naslov jedinice Vjezba 1: Enkapsulacija podataka kroz slojeve OSI modela

Filip Corkovi¢ i Marko Dalié

CIU VJEZBE

Ucenik ¢e znati samostalno analizirati enkapsulaciju protokola kroz slojeve OSI modela.

PRIPREMA ZA VJEZBU

U pisanoj formi odgovori na slijedecda pitanja:

1. Nacrtaj OSI model

Application

Physical

v

2. Definiraj enkapsulaciju.

¢ End User layer
e HTTP, FTP, IRC, SSH, DNS

* Syntax layer
 SSL, SSH, IMAP, FTP, MPEG, JPEG

* Synch & send to port
* API’s, Sockets, WinSock

* End-to-end connections
* TCP, UDP

* Packets
¢ [P, ICMP, IPSec, IGMP

* Frames
 Ethernet, PPP, Switch, Bridge

* Physical structure

» Coax, Fiber, Wireless, Hubs, Repeaters

Postupak pakiranja podataka, od 7. sloja prema 1. sloju, u oblik pogodan za prijenos
komunikacijskim vezama naziva se enkapsulacija. Odvija se na uredaju koji Salje podatke (izvor).

v




v .

3. Za svaki od slojeva napisi najvaznije protokole

/ Slika gore P v

IZVODENJE VJEZBE

* Pokrenuti program za pracéenje protokola Wireshark v/

* Odabrati mreznu karticu na kojoj ¢e se pratiti promet podataka v/ (ethernet)
* Pokrenuti pracdenje prometa na mreznoj kartici v/

* Pokrenuti web preglednik i pozvati stranicu po zZelji v/ (tsrb)

* Nakon sto se web stranica ucita, zaustaviti pracenje prometa v/

1. zadatak
a. pronaci protokol na aplikacijskom sloju koji sudjeluje u prijenosu web stranice v HTTP

M Ethemet - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEm @ | BRE Qe==F RIS QaAqaaH

[ [htte [X] +| Expression +
Mo, Time Source Destination Protocol Length Info &
3436 8.234131 193.198.184.158 192.168.5@.24 HTTP 931 HTTP/1.1 200 OK (image/jpeg)
3447 8.234970 193.198.184.158 192.168.5@.24 HTTP 910 HTTP/1.1 200 OK (image/jpeg)
3449 8.248724 192.168.5@.24 193.198.184.158 HTTP 687 GET fupload/ss-tehnicka-zg/images/newsimg/1562/Image/20236316)
3524 8.256895 193.198.184.158 192.168.5@.24 HTTP 489 HTTP/1.1 200 OK (image/jpeg)
3527 8.296724 192.168.50.24 193.198.184.158 HTTP 676 GET fupload/ss-tehnicka-zg/images/newsimg/1541/Image/logo.png
3528 8.296982 192.168.50.24 193.198.184.158 HTTP 678 GET /fupload/ss-tehnicka-zg/images/newsimg/1538/Image/slikal.j|
3661 8.310378 192.168.50.24 193.198.184.158 HTTP 687 GET /fupload/ss-tehnicka-zg/images/newsimg/1575/Image/28238428
= 3663 8.318798 192.163.58.24 193.198.184.158 HTTP 693 GET /upload/ss-tehnicka-zg/images/newsimg/1574/Image/Front_20.
3750 8.319060 192.168.50.24 193.198.184.158 HTTP 687 GET /upload/ss-tehnicka-zg/images/newsimg/1568/Image /28238506
3820 8.325277 193.198.184.158 192.168.5@.24 HTTP 1855 HTTP/1.1 208 OK (PNG)
3871 8.338568 192.168.50.24 193.198.184.158 HTTP 684 GET fupload/ss-tehnicka-zg/images/newsimg/1566/Image/Screenshi
<~ 3873 8.330688 193.198.184.158 192.168.5@.24 HTTP 511 HTTP/1.1 28@ OK (image/jpeg)
391@ 8.334250 192.168.50.24 193.198.184.158 HTTP 660 GET /img/themes/default/images/icons/feed.gif HTTP/1.1
3948 8.336996 192.168.50.24 193.198.184.158 HTTP 701 GET /img/themes/cms4/1/images/banner_repeat.png HTTP/1.1
3952 8.338@55 193.198.184.158 192.168.5@.24 HTTP 1447 HTTP/1.1 200 OK (JPEG JFIF image)
3973 8.339939 192.168.50.24 193.198.184.158 HTTP 703 GET /img/themes/cms4/1/images/menu_background.png HTTP/1.1
4016 8.343254 193.198.184.158 192.168.5@.24 HTTP 561 HTTP/1.1 200 OK (image/jpeg)
4018 8.343473 193.198.184.158 192.168.5@.24 HTTP 1366 HTTP/1.1 200 OK (GIF89a)
4019 8.343473 193.198.184.158 192.168.5@.24 HTTP 752 HTTP/1.1 200 OK (PNG)
4035 8.344917 192.168.5@.24 193.198.184.158 HTTP 692 GET /img/themes/cmsd/1/images/faux.gif HTTP/1.1 —
4049 8.345822 193.198.184.158 192.168.5@.24 HTTP 563 HTTP/1.1 2008 OK (PNG)
4971 8.347753 192.163.58.24 193.198.184.158 HTTP 710 GET /img/themes/cmsd/1/images/modul_headerBackground.png HTTP
4075 8.347986 192.168.50.24 193.198.184.158 HTTP 701 GET /img/themes/cmsd/1/images/modul_ikonice.png HTTP/1.1
4091 8.349484 192.168.50.24 193.198.184.158 HTTP 706 GET /img/themes/cmsd/1/images/modul_anketaButton.gif HTTP/1.1
411@ 8.351162 193.198.184.158 192.168.5@.24 HTTP 438 HTTP/1.1 288 OK (GIF89a)
4124 8.352216 193.198.184.158 192.168.5@.24 HTTP 71 HTTP/1.1 200 OK (JPEG JFIF image)
4129 8.352488 192.168.50.24 193.198.184.158 HTTP 706 GET /img/themes/cmsd/1/images/vertikalni_ikonica.png HTTP/1.1
4141 8.353489 193.198.184.158 192.168.5@.24 HTTP 1139 HTTP/1.1 28@ OK (PNG)
4146 8.353913 193.198.184.158 192.168.5@.24 HTTP 263 HTTP/1.1 200 OK (PNG)
4159 8 354767 193_198 184 158 197 _168_50_24 HTTP 5A3 HTTP/1.1 268 0K (GTFA9a) )
< >
Frame 3663: 693 bytes on wire (5544 bits), 693 bytes captured (5544 bits) on interface @
Ethernet II, Src: AsrockIn_ce:9b:a8 (70:85:c2:ce:9b:a8), Dst: Routerbo ab:8c:7f (74:4d:28:26:8c:7f)
Internet Protocol Version 4, Src: 192.168.50.24, Dst: 193.198.184.158
Transmission Control Protocol, Src Port: 51384, Dst Port: 88, Seq: 2982, Ack: 255453, Len: 639
Hypertext Transfer Protocol

I B
(O 7 wireshark_Ethernet_20230915112533_a10716.pcapng Packets: 12566 - Displayed: 105 (0.8%) - Dropped: 0 (0.0%) profile: Default




- 2598 8.163@99 193.198.184.158 192.168.50.24 HTTP 649 HTTP/1.1 208 OK (JPEG JFIF image) ||
2599 8.163127 192.168.50.24 193.198.184.158 TCP 54 51382 - 88 [ACK] Seq=1791 Ack=38652 Win=262656 Len=8
2600 8.163333 193.198.184.158 192.168.50.24 TCP 1514 88 = 51384 [ACK] Seq=4532 Ack=1726 Win=18176 Len=1468 [TCP se;
2601 8.163333 193.198.184.158 192.168.50.24 TCP 1514 80 = 51384 [ACK] Seq=5992 Ack=1726 Win=18176 Len=1460 [TCP se
2602 8.163365 192.168.50.24 193.198.184.158 TCP 54 51384 > 8@ [ACK] Seq=1726 Ack=7452 Win=262656 Len=0
2603 8.163562 193.198.184.158 192.168.508.24 TCP 1514 8@ + 51384 [ACK] Seq=7452 Ack=1726 Win=18176 Len=1468 [TCP se|
2604 8.163562 193.198.184.158 192.168.50.24 TCP 1514 88 -+ 51384 [ACK] Seq=8912 Ack=1726 Win=18176 Len=1468 [TCP se
2685 8.163584 192.168.50.24 193.198.184.158 TCP 54 51384 - 88 [ACK] Seq=1726 Ack=18372 Win=262656 Len=8
2606 8.163782 193.198.184.158 192.168.50.24 TCP 1514 88 = 51384 [ACK] Seq=10372 Ack=1726 Win=18176 Len=1468 [TCP s
2607 8.163782 193.198.184.158 192.168.50.24 TCP 1514 80 = 51384 [ACK] Seq=11832 Ack=1726 Win=18176 Len=146@ [TCP s
2608 8.163807 192.168.50.24 193.198.184.158 TCP 54 51384 > 80 [ACK] Seq=1726 Ack=13292 Win=262656 Len=@
2609 8.1648086 193.198.184.158 192.168.508.24 TCP 1514 8@ + 51384 [ACK] Seq=13292 Ack=1726 Win=18176 Len=1468 [TCP s
2610 8.1648086 193.198.184.158 192.168.50.24 TCP 1514 88 -+ 51384 [ACK] Seq=14752 Ack=1726 Win=18176 Len=1468 [TCP s
2611 8.164829 192.168.50.24 193.198.184.158 TCP 54 51384 - 88 [ACK] Seq=1726 Ack=16212 Win=262656 Len=8
2612 8.164225 193.198.184.158 192.168.50.24 TCP 1514 88 = 51384 [ACK] Seq=16212 Ack=1726 Win=18176 Len=1468 [TCP s
2613 8.164225 193.198.184.158 192.168.50.24 TCP 1514 80 = 51384 [ACK] Seq=17672 Ack=1726 Win=18176 Len=146@ [TCP s
2614 8.164225 193.198.184.158 192.168.50.24 HTTP 381 HTTP/1.1 200 OK (JPEG JFIF image)
2615 8.164258 192.168.58.24 193.198.184.158 TCP 54 51384 + 8@ [ACK] Seq=1726 Ack=19132 Win=262656 Len=8
2616 8.164445 193.198.184.158 192.168.50.24 TCP 1514 88 -+ 51385 [ACK] Seq=4648 Ack=1746 Win=18176 Len=1468 [TCP se|
2617 8.164661 193.198.184.158 192.168.50.24 TCP 1514 88 = 51385 [ACK] Seq=6188 Ack=1746 Win=18176 Len=1468 [TCP se
2618 8.164661 193.198.184.158 192.168.50.24 TCP 1514 88 = 51385 [ACK] Seq=7568 Ack=1746 Win=18176 Len=1468 [TCP se
2619 8.164691 192.168.50.24 193.198.184.158 TCP 54 51385 -+ 80 [ACK] Seq=1746 Ack=90828 Win=262656 Len=0
2620 8.164886 193.198.184.158 192.168.50.24 TCP 1514 8@ = 51385 [ACK] Seq=9028 Ack=1746 Win=18176 Len=146@ [TCP se|
2621 8.164886 193.198.184.158 192.168.508.24 TCP 1514 8@ + 51385 [ACK] Seq=18488 Ack=1746 Win=18176 Len=1468 [TCP s
2622 8.164989 192.168.508.24 193.198.184.158 TCP 54 51385 = 88 [ACK] Seq=1746 Ack=11948 Win=262656 Len=@
2623 8.165189 193.198.184.158 192.168.50.24 TCP 1514 88 = 51385 [ACK] Seq=11948 Ack=1746 Win=18176 Len=1468 [TCP s
2624 8.165109 193.198.184.158 192.168.50.24 TCP 1514 88 = 51385 [ACK] Seq=13408 Ack=1746 Win=18176 Len=1468 [TCP s
2625 8.165131 192.168.50.24 193.198.184.158 TCP 54 51385 -+ 80 [ACK] Seq=1746 Ack=14868 Win=262656 Len=@
2626 8.165326 193.198.184.158 192.168.50.24 TCP 1514 8@ = 51385 [ACK] Seq=14868 Ack=1746 Win=18176 Len=146@ [TCP si
2677 8 165347 192 168 56 24 193 198 184 158 Tcp 54 51385 » 8A [ACK] Sea=174A Ack=1A378 Win=262A56 |en=A v

c. kako se zove PDU na transportnom sloju?
SEGMENTV

2. zadatak
a. koji protokol na mreznom sloju enkapsulira segmente s transportnog sloja? IPV'
b. Kako se zove PDU na mreznom sloju? PAKETV

c. Napisiishodisnu i odredisnu IP adresu paketa koji nosi web stranicu v/
Internet Protocol Version 4, Src: 193.198.184.158, Dst: 192.168.58.24
d. Procitati i komentirati ostala polja zaglavlja jednog od paketa

% Internet Protocol Version 4, Src: 193.198.184.158, Dst: 192.168.5
81688 Version: 4
8181 = Header Length: 28 bytes (5)
Differentiated Services Field: @x88 (DSCP: (S8, ECN: Not-ECT)
Total Length: 635
Identification: @x42da (17114)
Flags: @x4800, Don't fragment
Time to live: 55
Protocol: TCP (6)
Header checksum: 8x917d [validation disabled]
[Header checksum status: Unverified]
Source: 193.198.184.158
Destination: 192.168.58.24

Source - izvorisna ip adresa
Destination - ip adresa koja prima podatke
TTL - time to live - koliko je dugo paket ostao ziv tj. Broj skokova koji ogranicava zivotni vijek
podataka
Total leghth — velicina tog podatka u bitovima
Protocol — TCP — vrsta protokola koja je koristena na transportnom sloju
v
3. zadatak
a. zapisi naziv okvira u koji je enkapsuliran paket na drugom sloju OSI modela
ETHERNET FRAMEV



b. napisi ishodisnu i odredisnu MAC adresu mreznih kartica v/
Ethernet II, Src: Routerbo_ab:8c:7f (74:4d:28:a6:8c:7f), Dst: AsrockIn_ce:9b:a8 (70:85:c2:ce:9b:

Destination: AsrockIn ce:9b:aB (70:85:c2:ce:%b:a8)
Source: Routerbo_ab:8c:7f (74:4d:28:a6:8c:7f)
Type: IPvd (Bx6808)

4. zadatak

a. pronadi protokol na aplikacijskom sloju koji je sudjelovao u trazenju odredisne IP adrese
za zadano ime web stranice

DNSV

M Ethemet - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
dm @ [IBPREB Ie=F 85 EQqan
[ [ane] [x] ~| Expression...
Mo, Time Source Destination Protocal Length Info
613 6.447432 192.168.50.24 193.198.184.148 DNS 83 Standard query ©@xc@al Unknown (65) ss-tehnicka-zg.skole.hr
614 6.448716 193.198.184.148 192.168.50.24 DNS 167 Standard query response 8x7241 A ss-tehnicka-zg.skole.hr A 19
615 6.449366 193.198.184.148 192.168.50.24 DNS 128 Standard query response @xcBal Unknown (65) ss-tehnicka-zg.sk:
832 6.792282 192.168.50.24 193.198.184.148 DNS 80 Standard query Bxalf9 A beacons.gcp.gvt2.com
833 6.792375 192.168.50.24 193.198.184.148 DNS 88 Standard query 8xBed9 Unknown (65) beacons.gcp.gvt2.com
834 6.792727 192.168.50.24 193.198.184.148 DNS 80 Standard query BxBbf@ A beacons.gcp.gvt2.com
835 6.792813 192.168.50.24 193.198.184.148 DNS 88 Standard query @xaa’c Unknown (65) beacons.gcp.gvt2.com
838 6.793636 193.198.184.148 192.168.50.24 DNS 126 Standard query response @xalf9 A beacons.gcp.gvt2.com CHAME bi
230 A 703854 102 108 184 140 102 1A% ©A 24 nni< 167 S+andard nnere racnanca OvBadd linknmaun (REY hearane orn kD |
s . s .v . ev v
b. pronadi protokol koji vra¢a odredisnu fizicku adresu (MAC adresu) za odredi$nu IP adresu
v . - _ev . .v
mrezne kartice (veza fizicke i logi¢ke adrese)
M Ethemet - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
Am J0 [ IBRE Res=FToS[Eaqan
[ |arp| [X] - | Expression...
Mo, Time Source Destination Protocal Length Info
587 5.819997 AsrockIn_ce:9a:e@ AsrockIn_ce:9b:a8 ARP 68 Who has 192.168.58.24? Tell 192.168.58.17
588 5.820012 AsrockIn_ce:9b:a8 AsrockIn_ce:9a:e@ ARP 42 192.168.50.24 is at 70:85:c2:ce:9b:a8
2030 7.625600 AsrockIn_ce:9a:f@ AsrockIn_ce:9b:a8 ARP 68 Who has 192.168.58.24? Tell 192.168.58.25
2831 7.625617 AsrockIn ce:9b:a8 AsrockIn ce:9a:f@ ARP 42 192.168.58.24 is at 78:85:c2:ce:9b:a8

Nakon obavljenih zadataka u ovoj vjezbi uéenik ¢ée znati samostalno (ili uz manju pomo¢ zabiljeski):

- pratiti i analizirati promet na vezi kroz slojeve OSI modela sa programom za pracenje protokola




